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FOREWORD

The Budget and Accounting Procedures Act of 1950 required that each aaency
head establish and maintain systems of accounting and internal control.
The expectation was that such systems would help to prevent fraud, waste,

abuse, and mismanagement in Federal Government operations.

The Act notwithstanding, instances of fraud, waste, and abuse continued to
occur at an unacceptable level. Indeed, a GAO report, issued in August,
1980, found widespread, similar, and prevalent control weaknesses in the
Federal Government.

The Reagan Administration, as part of Reform 88, i1s committed to stream-
l1ining the management and administration of the Federal Government. This
includes reducing fraud, improving management controls, and eliminating
errors in the administration of government programs. In October, 1981,
the Office of Management and Budaet issued Circular A-123 as an early
effort to improve controls. Like the 1950 Act, the Circular required the
head of each department and agency to develop and maintain adeguate
systems of internal control. Unlike the Act, however, it defined require-
ments and responsibilities in order to transform the 1950 Act expectations
into reality.

The Congress has likewise expressed its support for qood internal manaae-
ment in the Federal Government, [n September, 1982, the Congress passed
the Federal Managers' Financial Inteagrity Act (P.L. 97-255). This Act
requires that each Executive agency's internal accounting and
administrative controls be established in accordance with standards
prescribed by the Comptroller General, and provide reasonable assurance
that:

Obligations and costs are in compliance with applicable law;
Funds, property, and other assets are safequarded; and
Revenues and expenditures applicahle to agency operations are

properly recorded and accounted for.
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The Act also requires OMB to establish, in consultation with the
Comptroller General, quidelines with which the agencies can evaluate their
systems of internal accounting and administrative control. In addition, it
requires an annual statement from the head of each Executive agency to the
President and the Congress stating whether or not the agency's system of
internal accounting and administrative control complies with the
requirements of the Act, and identifying the agency's material control

weaknesses, 1f any, and its plans for correcting the weaknesses.

This document contains the gquidelines required by the Act to be developed
by OMB. It is to be used by each agency's management as gquidance in the
development of its own specific plans for performing a self-evaluation of,
improving, and reporting on the agency's internal control system in the
most efficient and effective manner consistent with the agency's unique -

missions and organizational structures.

The Act also requires the head of each Executive Agency to report on
whether the agency's accounting system conforms to principles, standards,
and related requirements prescribed by the Comptroller General. Guidelines

for meeting this requirement are being issued under separate cover,

il A. T

DAVID A. STOCKMAN
DIRECTCR

11

Approved For Release 2008/01/14 : CIA-RDP85B01152R000500650008-6



Approvéd For Release 2008/01/14 : CIA-RDP85B01152R000500650008-6

TABLE OF CONTENTS

PAGE
FOREWORD & & & ot o i ot s s s o o o 8 8 o ¢ o o o 0 2 o a oo i
CHAPTERS
I INTRODUCTION. . . . . . ‘e et e e e s . I-1
II ORGANIZING THE EVALUATION . . . . . . . . . . .. .. ... IT-1
[IT  IDENTIFYING PROGRAMS AND ADMINISTRATIVE FUNCTIONS . . . . . IIr-1
Iv VULNERABILITY ASSESSMENTS . . . . . . e e e e v e Iv-1
] INTERNAL CONTROL REVIEWS. . ., . . . . . . e e e e e e . V-1
vl REPORTING UINDER THE FEDERAL MANAGERS' FINANCIAL . . . . . . VI-1
INTEGRITY ACT
EXHIBITS
1 -~ Overview of the Internal Control Evaluation, Improvement, . . I-6
and Reporting Process
2 -- List of Programs and Administrative Functions within. . . . . [T1-4
the Component
3 -- Analysis of General Control Environment . . . . . . . . .. . [v-4
4 -- Assessment of Compliance with Standards of Internal . . . . . Iv-11
Control Based on Completion of a Vulnerability Assessment
5 -- Overall Yulnerability Assessment. . . . . . . . . . . e e . Iv-12

Approved For Release 2008/01/14 : CIA-RDP85B01152R000500650008-6



Approved For Release 2008/01/14 : CIA-RDP85B01152R000500650008-6

TABLE OF CONTENTS (Continued)

PAGE
EXHIBITS (Continued)
6 -- List of Event Cycles Within Programs and. . . . . . . . . . . . V3
Administrative Functions . .
7 -= List of Internal Controls . . . . . . . . . v v v v v v v v . Y7
8 -- Tests of Internal Controls. . . . . . . . . . . v v v v v v . . Va8
GLOSSARY
APPENDICES
A -- Sample Partial Classification of Components, Programs, . . . A-]
and Administrative Functions
8 -- Common Event Cycles and Suagested Control Nbjectives . . . . 8]
in Federal Agencies
8-1  Suagested Control Objectives for Selected Administrative . . R-18
Support Services
C -- Sample Letter for Written Assurance to the Agency Head from r-1
Pesianated Senior Nfficial
D -- Sample Letter for Written Assurance to the Agency Head from 2-1
the Head of an Oraanizatignal lUnit
2 -- Samole Letier for Comments to the Agency Head from . . . . . £-1
the [nspector General ar Fquivalent
F -~ Sample Internal fontrol Statement . . . . . . . . . . . .. Fa1

Approved For Release 2008/01/14 : CIA-RDP85B01152R000500650008-6



Approvéd For Release 2008/01/14 : CIA-RDP85B01152R000500650008-6

CHAPTER I

INTRODUCTION

Internal Control, for the purpose of these guidelines, is defined as the

steps a Federal agency takes to provide reasonable assurance that:
* Obligations and costs are in compliance with applicable law;

* Funds, property, and other assets are safeguarded against waste, loss,

unauthorized use, or misappropriation; and

* Revenues and expenditures applicable to agency operations are properly
recorded and accounted for to permit the preparation of accounts and
reliable financial and statistical reports and to maintain account-

ability over the assets.

An internal control system is the organizational structure and the sum of

the methods and measures used to achieve the objectives of internal

control.

An internal control system should not be a separate system in an agency.

It should be an 1ntegral part of the systems used to operate the programs
and functions performed by the agency. Thus, internal control would be the
responsibility of the same individuals who are responsible for operating
the programs and functions. This enables the objectives of internal

control to be accomplished in the most efficient and effective manner.
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HISTORY AND SCOPE OF INTERNAL CONTROLS WITHIN THE FEDERAL GOVERNMENT

The Budget and Accounting Procedures Act of 1950 required that each agency
establish and maintain systems of accounting and internal control. It is
widely recognized that these systems are necessary not only for financial

and_administrative activities, but for program and operational activities

involving funds, property, and other assets for which the agency is
responsible, Indeed, the 1950 Act, by definition, encompassed not only
systems of internal control that provide full disclosure of an agency's
financial results, adequate financial information for agency management
purposes, reliable accounting results, and suitable integration of agency
accounting and Treasury Department accountina. [t also encompassed systems
of internal control that provide "effective control over the
accountablility for all funds, proverty, and other assets for which the

agency is respansible, including appropriate internal audit.®

At the same time, it was, and still is, clear that internal! control is
concerned with only the operational aspects of a program or fumction. It
does not encompass such matters as statutory development or interpretation,
determination of program need, resource allocation, rulemaking, or ather

discretionary policymaking processes in an agency.
An increasing awareness, hawever, of a need to strengthen internal control
systems in the Federal Government led to the issuance of OMB Circular

A-123, "Internal Control Systems," in October, 1981. Included in the

requirements of Circular A-123 wers:

[-2
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The assianment of internal control responsibilities to specific

officials throughout each agency.

The completion of vulnerability assessments covering all agency
components by December 31, 1982, and not less frequently than

biennially thereafter.
The performance of internal control reviews on an ongoing basis.

The establishment of administrative procedures to enforce the intended
functioning of internal controls, including provisions that perform-
ance appraisals reflect execution of 1nfernal control responsibilities
and procedures to take necessary actions to correct internal control

weaknesses on a timely basis.

Finally, in 1982 the Congress enacted the Federal Managers' Financial
Intearity Act, requiring each Executive agency not only to have internal
accounting and administrative controls for these systems, but also to
perform ongoing evaluations and provide an annual statement on the control
systems to the President and the Congress. More specifically, the Act

requires:

The establishment of 1internal accounting and administrative controls
(typically characterized as simply "internal controls") in each
Executive agency in accordance with standards prescribed by the .S,

Comptroller General.

The conduct of evaluations by agencies of their systems of internal
accounting and administrative control in accordance with quidelines

issued by the Director of the Office of Management and Budget.

[-3
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Transmittal of an annual statement by the head of each Executive
agency to the Praesident and Conaress indicating whather the agency's
systems of internal accounting and administrative control comply with
the Comptroller General's standards and provide reasonable assurance
that obligations and costs are in accordance with applicable law;
funds, property, and other assaets are safequarded; and revenues and
expenditures are properly recorded and permit the preparation of

reliable financial and statistical reports.

The purpose of this publication is to provide quidance for the evaluation
and improvement of and reporting on internal contrgl systems in Executive
agencies in conformance with the Act. Each Executive agency is expected to
use this guidance to assist in the development of its own specific plans 1in
order that management can perform a self-evaluation of, improve, and report
on its internal control system in the most efficient and effective manner

consistent with its own unique missions and organizational structure.

THE BASIC APPROACH TO EVALUATING, IMPROVING AND REPORTING ON
INTERNAL CONTROLS

An evaluation of and reporting on internal control can be approached 1n
several ways. The approach presented in this publication pravides an
efficient and effective way, based on techniques used to evaluate and
r2port on the internal controls associated with financial statements, but
expanded to encompass the controls necessary for administrative and program

activities with systems subject to these guidelines.

The recommended approach for evaluating, mproving, and reporting on

internal controls is comprised of seven phasas:
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Orqanizina the process. This includes a determination as to the

information and assurances to be provided to the agency head to enable
the annual statement to be made to the President and the Congress; the
assignment of responsibilities for planning, directing, and
controlling the evaluation process throughout the agency; and the
development of an information system that provides a tracking of the
status of the evaluations and corrective actions as well as other
pertinent information necessary to manage the overall process and

facilitate preparation of the annual report.

Seamenting the aqgency into oraanizational components, and then

identifying the programs and administrative functions conducted in

each component. For example, the Department of Health and Human

Services can be segmented into the Social Security Administration, the
Health Care Financing Administration, etc. The Social Security
Administration, in turn, could be seagmented into the Supplemental
Security Income program, the 0ld-Age Survivors Insurance program,
etc.; or into administrative functions such as eligibility determina-

tion systems, benefit payment systems, quality control, etec.

Assessina the vulnerability to waste, loss, unauthorized use, or

misappropriation of the funds, property or other assets within each
component and deciding which are the most vuinerable. This is done by
identifying the factors that create an inherent riskiness in the
function, considering the operating environment in which the function
is performed, and oreliminarily evaluatina whether safequards exist to
prevent waste, 1oss, unauthorized use, or misappropriation from

occurring.

I-5
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Developing plans and schedules for the performance of internal

control reviews and other actions, based on an evaluation of the

results of the vulnerability assessments and other considerations
(management priorities, resource constraints, etc.), and in such a
manner as to provide that internal controls in those programs and
administration functions deemed to be the most vulnerable, as wel! as
those deemed to be less vulnerable, are evaluated and improved as

necessary to ensure a strong system of internal control.

Reviewing the internal controls for the selected programs and admin-

istrative functions, determining whether adequate control objectives
have been established and control techniques exist and are function-
ing as intended, and then developina recommendations to correct
weaknessas in either the design or functionming of the internal

contral system.

Neterminina, scheduling, and taking the necessary corrective actions

for improving internal controls on a timely basis. Included in the
determination should be an analysis to assure that the expected
benefits to be obtained will outweigh the costs of any improvements

made.

Preparing the annual statement to the President and the Conaress on

the status of the agency’s system of internal control, as required hy
the Act.

This recommended approach is depicted in a flow chart (Exhibit 1) and

axplained in detail in Chaoters II to VI.

[-5
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The above process i1s not an attempt to evaluate discretionary policy
decisions. Rather, the evaluation process begins at the point at which a
program or function has been authorized by the policy-level official having
authority to do so, and focuses on the steps involved in the operation of
the program. For example, the review of a welfare assistance program
should not include an evaluation of whether the eligibility criteria are
consistent with the statute and its legislative history. Instead, the
review should evaluate whether the operation of the program is consistent
with the criteria and thus there is reasonable assurance that obligations
and costs are in compliance with the applicable law; funds, property and
other assets are safeguarded; and revenues and expenditures are properly

recorded,

I-7
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EXHIBIT 1
OVERVIEW OF THE INTERNAL CONTROL EVALUATION,

[MPROVEMENT, AND REPORTING PROCESS

NRGANIZE THE CONDUCT INTERNAL
PROCESS CONTROL REVIEWS

S D AP A AL A A AR A ek e

1. ldentify Event Cycles

2. Analyze General Control
Environment

SEGMENT THE B 3. Document the Event Cycle

AGENCY

4, Evaluate Internal
Controls

5. Test Internal Controls

6. Summarize Results

CONDUCT VULNERABILITY

ASSESSMENTS

B R L L R L L. L

1. Analyze General Control

Environmant

TAKE CORRECTIVE
2. Analyze Inherent Risk ACTIONS

3. Evaluate Safequards
(Preliminary Evaluation)

4. Summarize Results

PREPARE REPORT ON
INTERNAL CONTROLS

DEVELOP PLANS FOR
SUBSEQUENT ACTIONS
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INTERNAL CONTROL STANDARDS

As stated in the Act, each Executive agency is to establish a system of
internal accounting and administrative controls in accordance with
standards prescribed by the Comptroller General. The following is
consistent with our understanding of those standards, as they are to appear

in the General Accounting 0ffice document: Standards for Internal Control

in the Federal Government,

Reasonable Assurance -- Internal control systems shall provide

reasonable, but not absclute, assurance that the objectives of the
system will be accomplished. This standard recognizes that the cost
of internal control should not exceed the benefits derived therefrom,
and that the benefits consist of reductions in the risks of failing to
achieve the stated objectives.

Attitude -- Managers and employees are to maintain and demonstrate a

positive and supportive attitude toward internal control at all times.

Competent Personnel -- Managers and employees are to have high

standards of integrity, are to be competent by education, experience,
and/or trainina to accomplish their assigned duties, and are to
possess adequate knowledge of internal control.

Internal Control Objectives -- Specific internal control objectives

are to be developed for each agency activity. The control cbjectives
must he complete, logical, and applicable to the specific activity and
are to be consistent with the accomplishment of the overall objectives

of 1nternal control specified in the Act*,

*The overall nternal control objectives specified in the Act are:

(1) Obligations and costs are in compliance with applicable Taw.

{2) Funds, property, and other assets are safequarded against waste,
loss, unauthorized use, or misappropriation.

(3) Revenues and expenditures applicable to agency operations are
properly recorded and accounted for to permit the preparation of
accounts and reliable financial and statistical reports and to
maintain accountability over the assets.

T a
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Internal Control Technigues -- Internal control techniques, i.2.,

processes and documents that accomplish the internal control
objectives, are to be designed for and operated in all agency
activities, in order to comprehensively accomplish the control
objectives on a consistent basis, and in an efficient and effective

manner.

Documentation ~- Internal control systems, i.e., control objectives

and internal control techniques, the accountability for resources, and
all transactions and other events shall be clearly documented.

Documentation shall be readily available.

Recording of Transactions -- Transactions shall be recorded as

executed, when executed, and be properly classified.

Execution of Transactions -- Independent evidence shall be maintained

that authorizations are issued by persons acting within the scope of
their authority and that transactions conform with the terms of the

authorizations,

Separation of Duties -- Key duties such as authorizinag, approving, and

recording transactions, issuing or receiving assets, mak ing payments,
and reviewing or auditing shall be assidned to separate individuals to
minimize the risk of loss to the government. Internal control depends
largely on the elimination of opportunities to conceal errors or
irregularities. This in turn depends on the assignment of work in
such a fashion that no one individual controis all phases of an
activity or transaction, thereby creating a situation that permits

errors or irreaularities to go undetected.

—
[}

—

L)

Approved For Release 2008/01/14 : CIA-RDP85B01152R000500650008-6



Approved For Release 2008/01/14 : CIA-RDP85B01152R000500650008-6

Supervision -- Qualified and continugus supervision shall be provided
to assure that approved procedures are followed. Lines of personal

responsihility and accountability shall be clear.

Access to Resources -- Access to resources shall be limited to author-

ized personnel. Access includes both direct physical access and
indirect access through the preparation or processing of documents
that authorize the use or disposition of resources. Periodic compari-
son shall be made of the resources with the recorded accountability to
determine whether the two aqree. The frequency of the comparison

shall be a function of the vulnerability of the asset.

The Federal Managers Financial Integrity Act also requires a standard
concerning audit resolution and follow-up. The Comptroller General 1is

defining that standard as follows:

Manaaers should promptly evaluate findings and recommendat ions
reported by auditors; determine proper action in respeonse to audit
findings and recommeﬁdations; and complete, within established time
frames, all actions that correct or otherwise resolve the matters

brought to management's attention.

[-11
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CHAPTER 11
ORGANIZING THE EVALUATION

It is critical that an Executive agency, whether large or small, carefully
orqanize and assign responsibilities in a manner that ensures that the
evaluation, improvement, and reporting on internal controls is conducted
in an efficient and effective manner. This includes providing for auality
control over the entire process. The key organizing considerations

include:

Assigning responsibilities.
Internal reporting.
Documentation.

Personnel and supervision.

Schedulina the evaluation processes.

ASSIGNING RESPONSIRILITIES

As noted earlier, an internal control system is not a separate system
within an agency, but rather an integral part of the systems used by an
agency to operate its programs and other activities. The Act recoanizes
this relationship and thus requires the head of the agency to be
responsible for submitting a statement to the President and the Congress

on the status of the agency’s internal controls.
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Because it is unrealistic to expect an agency head to have first-hand
knowledge of the status of the agency's internal contro] system, the
approoriate responsihilities should be carefully assigned to selected
senior officials throuahout the agency in order to ensure that the process
of evaluating, improving, and reportina on internal controls is carried out
in conformance with these quidelines, and in an efficient and effective
manner. These senior agency officials should be expected to provide the
agency head with written assurances that the responsibilities have been
carried out.

The assignment of responsibilities should include the following:

Direction of the agencywide effort --

One senior official should be responsible for coordinating the overall
agencywide effort of evaluating, improving, and reporting on internal
control in conformance with these quidelines. This official should be
asked to provide assurance that these processes have been conducted,
In accordance with the auidelines, in a thorough and conscientious
manner. (See Appendix ()

Heads of oracanizational units --

Just as the agency head 1s ultimataly responsible for internal contral
in the agency, the head of each organizational unit in an agency 1is
responsibie for internal control in that unit. Accordinaly, the head
of each organizational unit (and other components identified in the
saament ing process described in Chaoter III) should provide assurance
that ne or she is coanizant of the importance of internal control; has
perfarmed the evaluative processes in his or her arsas of responsi-
@111ty in accordance with the OMB guidelines and in a conscientious
manner; and believes that the objectives of internal control are
compiied with in his or her area of rasponsibility within the

described Timits. (See Adppendix 2)

r—i

-4
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Inspector General or equivalent -- The Inspector General, or equi-

valent in agencies without an Inspector General, normally reviews
internal control documentation and systems and reports the results of
these reviews to appropriate levels of management. These reviews,
which the IG undertakes either on his own initiative or at the request
of the agency head, are either separate reviews of internal controls
or performed in conjunction with internal audits.

In addition, however, the IG may be asked to provide comments as to
whether the evaluation process has been conducted in accordance with
these guidelines. IG comments in response to such a request may be
based on a limited review to determine whether the first six phases
described in Chapter 1 are carried out in a reasonable and prudent
manner. {See Appendix E)

Performance of this limited review by the Inspector General should not
be interpreted to preciude the Inspector General from providing
technical assistance in the agency effort to evaluate internal
controls, or as otherwise limiting the authority of the Inspector
General. 1In fact, the Inspector General or equivalent is encouraged
to provide technical assistance to further the overall goal of
strenathening internal control systems. However, it is imperative
that management throughout the agency be heavily involved in the -
evaluative process, since it is management that has primary responsi-
bility for the maintenance of a strong system of internal control.

However, care should be taken to avoid duplication of work. To the
extent that the Inspector General has conducted or is planning to
conduct internal control reviews of certain agency activities, a
determination should be made as to how these reviews can help accom-
plish the evaluations required by these guidelines. 1In those
nstances where the Inspector General agrees to conduct certain
internal control reviews, the senior official designated by the agency
head to direct the agencywide effort may rely on the internal contro!
reviews performed by the Inspector General. However, the senior
official is still primarily responsible for the overall judgments
regarding compliance with the quidelines.

1I-3
Approved For Release 2008/01/14 : CIA-RDP85B01152R000500650008-6



Approved For Release 2008/01/14 : CIA-RDP85B01152R000500650008-6

INTERNAL REPORTING

An internal reporting and follow-up system should be established to monitor
the accomplishment of the various tasks that make up the evaluation and

improvement process. This system should be used to ensure that:

Vulnerability assessments are scheduled and completed on a timely

basis.
Scheduled internal control reviews are completed on a timely basis.
Corrective actions are taken on a timely basis.

The system also should be able to:
° Summarize information regarding the results of the vulnerability

assessments, internal control reviews, and necessary corrective

actions in order to support the annual statement to the President and

the Congress,
Gather other data necessary to evaluate other actions to improve
internal control, e.g., status of training, impact on performance

appraisals, other personnel actions.

Consideration shouid be given to coordinatina or intagratina this

information system with the agency's audit follow-up information system.
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DOCUMENTATION

Adequate written documentation should be maintained. In particular,
documentation should be maintained for activities conducted in connection
with vulnerability assessments, internal control reviews, and follow=-up
actions to provide a permanent record of the methods used, the personnel
involved and their roles, the key factors considered, and the conclusions
reached. This information will be useful for reviewing the validity of
conclusions reached, evaluating the performance of individuals involved in
the assessments and reviews, and performing subsequent assessments and

reviews,

PERSONNEL AND SUPERVISION

It 1s essential that a sufficient Tevel of staff resources be committed to
the internal control evaluation process. As such, it is likely that the
vulnerability assessments and internal control reviews will be performed by
persons from various parts of the agency. FExamples are the individuals who
operate the systems beina reviewed and persons from the central staffs.
These individuals need to have a good understanding of the process in order

that they can make appropriate judgments.

Some specific measures that should be considered in order to provide this

understanding, as well as assure the necessary quality, are as follows:

Orientation and training -- Orientation and/or training sessions

should be provided to explain the objectives of and procedures for

conducting vulnerability assessments and internal control reviews.

11-5
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Assignment of personnel -- Use of the "team* approach should be

considered in order that small groups of individuals can perform
assessments and/or reviews jointly. This provides some assurance that
the limitations of one individual can be offset by the strengths of

another. It also stimulates individual team membars' thinking.

Supervision -- Adequate supervision of personnel invoived in the

assessment and review processes should be provided for.

Performance appraisal -- Administrative procedures should be initiated

to evaluate performance in assessment and review activities.
Personnel should be advised that this will be a factor in their

overall performance evaluation.

Technical assistance -- Technical assistance should be develgped and

provided to employees assigned to the process. A procedures manual

to quide the performance of vulnerability assessments and internal
control reviews, and containing appropriate standard forms, may be
useful. Agency “"experts” who can answer questions and provide other
dssistance in this area should be designated and their names provided
L0 the reviewers. Informal quidance should be circulated periodically
and periodic meetings of key personnel involved in the procass held as

still another means of information sharing.

Monitoring -- A monitoring system shoulid be developed to assure that
assessments and reviews are performed adequately. One way would be to
use an individual or small aqroup to test assessments and reviews as
deemed necassary. Another way would be to coordinata with the

inspector General's limited reviews of the process.

—

[Er]
]

[»3]

Approved For Release 2008/01/14 : CIA-RDP85B01152R000500650008-6



Approved For Release 2008/01/14 : CIA-RDP85B01152R000500650008-6

SCHEDULING THE EVALUATION PROCESS

Scheduling the vulnerability assessments and internal control reviews
should be done carefully with consideration given to resource availability,
the performance of risk analysis and similar evaluations in accordance with
other statutory or regulatory requirements, the cyclical nature of certain
operations, and other relevant factors. It is necessary, however, to
ensure that sufficient evaluative work is scheduled and completed in time
to provide a basis for the annual statement to the President and the
Congress.

Furthermore, as required by Circular A-123, vulnerability assessments
should be completed for all agency activities by December 31, 1982, and not
less frequently than biennially thereafter. It is suggested, therefore,
that a schedule be prepared for each biennial cycle, which specifies the
individual(s) responsible for performing each assessment and the date by
which each is to be completed. Vulnerability assessments should be
conducted as soon as possible for activities that are new or undergoing
major changes rather than waiting for the next biennial cycle.

Internal control reviews are to be conducted on a continuous basis
throughout the year. The schedule of internal control reviews should be
developed based on an evaluation of the results of the vulnerability
assessments and other considerations (management priorities, resource
constraints, etc.) in order to ensure that agency activities determined to
be highly vulnerable, as well as those which are less vulnerable, are
evaluated and improved as necessary to provide a strong system of internal
contral. Preparation of a schedule similar to that discussed for the
vulnerability assessments is recommended.

Since no exemption has been provided for classified or secure activities,
they must be included in the evaluation process. Care should be taken,

however, to assure that persons participating in the evaluations for such
activities have the necessary security clearances and that the documenta-

tion 1s appropriately classified and handled.
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CHAPTER III

IDENTIFYING PROGRAMS AND ADMINISTRATIVE FUNCTIONS

Federal agencies are large, complex organizations. The most effective way
to systematically perform an evaluation of the systems upon which an agency
head can submit a statement is to segment the agency first into
organizational or other components and then into the programs and
administrative functions within each component. This approach also
facilitates the allocation of resources to the assessment process and the

determination of who should be responsible for providing assurances.

SELECTING THE COMPONENTS, PROGRAMS AND FUNCTIONS

There is no single method to divide an agency into components, programs,
and administrative functions for purposes of evaluating the system of
internal control, particularly since agencies vary so widely in
organizational structure and the nature of activities conducted. The basic
goal of the division is to develop an agency-wide inventory of "assessable
units,” each of which can be the subject of a vulnerability assessment.
This inventory should provide complete coverage of all program and
administrative functions, consistent with the discussion in Chapter [, The
individual assessable units should be of an appropriate nature and size to

facilitate the conduct of a meaningful vulnerability assessment.

In developinag the inventory of assessable units, reference should be made
to such sources of information as the agency's budget and related

materials, organization charts, agency manuals, and program and financial
management information systems. The following specific factors should be

considered:
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Existing organizational structure.

Nature and size of the agency's proarams and administrative
functions.

Numbers of sub-programs or sub-functions in a program or function
Number of separate organizations operating the program

Dggree of independence of the program or function

Differences in operating systems

Deqree of centralization or decentralization

Budget leveis

Numbers of personnel

The degrees of independence and centralization/decentralization are very
significant. A program or administrative function could operate in several
locations. Since the program or administrative function and intarnal
control system may vary among locations--in design and/or operation--it may
be necassary to perform separate2 vulnerability assessments and/or internal
control reviews for each lacation. Thus a consideration when classifying
programs and functicns operating at several lacations is whether to
identify the locations first and then list the programs and functions
operating within each location, or to identify the programs and functions
first, and then for each multi-location program and function, identify and
T1st the locations at which it operates., CLither approach is accantable, as

long as coverage is complete.
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Also, it should be remembered that the purpose of the review is to

evaluate and improve the internal controls for operating proqrams and
administrative functions. Policymaking activities and other activities not
subject to the guidelines should not be included in the inventory.

Appendix A shows a sample of a partial inventory of components, programs

and administrative functions for a Cabinet-level department.
Once the agency inventory of assessable units has been developed, the
information should be documented. (One possible format for such

documentation is provided in Exhibit 2.) These lists provide the means

for organizing and managing the evaluation process.

II1-3
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Agency Component:

List of Programs and Administrative Functions

Within the Component

Programs/Administrative Functions Comments
Prepared hy Nate
Raviewed by Nate
EXHIBIT 2
i11-4
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CHAPTER IV

VULNERABILITY ASSESSMENTS

A vulperability assessment is a review of the susceptibility of a program
or function, subject to the guidelines, to the occurrence of waste, loss,
unauthorized use, or misappropriation, More specifically, a vulnerability
assessment is intended to determine the likelihood that situations exist in

which:

(1) obligations and costs are not in compliance with applicable law;

(2) funds, property, and other assets are not adequately safeguarded

against waste, loss, unauthorized use, or misappropriation; and

(3) revenues and expenditures applicable to agency operations are not
properly recorded and accounted for and therefore do not permit
the preparation of accounts and reliable financial and statistical

reports or the maintenance of accountability over assets.

As indicated, however, the internal control evaluation process does not
stop with vulnerability assessments since, by themselves, vulnerability
assessments do not necessarily identify weaknesses or result in
improvements. Rather, vulnerability assessments are the mechanism with
which an agency can determine the relative potential for loss in these
proarams and functions, and then, after giving consideration to such
relevant factors as management priorities, resource constraints, etc.,

schedule internal control reviews and related actions.
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A vulnerability assessment consists of the following three steps:
1. Analysis of the general control environment.
2. Analysis of inherent risk.

3. Preliminary evaluation of safequards.

ANALYSIS OF GENERAL CONTROL ENVIRONMENT

The environment in which activities are conducted has a major impact on
the effectiveness of internal control within an agency. Several factors
determine the general control environment, including the follawing drawn

from the Reneral Accounting Nffice document, Executive Reparting on

Internal Controls in Government and the American Institute of Certified

] Pugiiq Accountants document, Report on the Special Advisory Committee on

Internal Accounting Control:

Management Attitude -- Management recognition of the importance of

and commitment to the establishment and maintenance of a strong
systam of internal control as communicated to emplovees through

actions and words.

frganizational Structure -- The identification of organizational

units to perform the necassary functions and the astabl ishment of

appropriate reporting relationships.

Personnel -- the competence and integrity of the organization's

personneal .

Nelegation and Communication of Autharity and Responsibility --

Aporopriate deleqation or limitation of authority in a manner that

arovides assurance that responsibilities are effectively dischargeqd.
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Policies and Procedures -- The definition, documentation and dissem-

ination of information to all employees as to how the organization is

intended to perform in various situations.

Budgeting and Reporting Practices -- The specification and communica-

tion of organizational goals and the extent of their accomplishment.

Oraanizational Checks and Balances -- The establishment of an

appropriate level of financial and other management controls and

internal auditing.

ADP Consideration -- When utilized, an awareness of the strengths

and exposures inherent in a system that uses ADP and the existence of

appropriate controls,

An- evaluation of the general control environment is the first step in the
vulnerability assessment process. It should be performed by determining
whether the characteristics of a strong general control environment, as
described above, exist by (a) reviewing documented policies and procedures;
(b) talking with management and other personnel; {c) observing practices;

and {d) drawing upon a familiarity with the operation,

This evaluation may be performed for the component as a whole, or individ-
ually for each program and administrative function subject to the
quidelines that is carried out within the component. The determining
factors would be the size, nature, and degree of centralization of the
programs and functions conducted within the agency component,

Exhibit 3 presents a form which may be useful in making the analysis.

V-3
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Agency Component:

. Analvsis of General Control Environment

Program/Administrative Function --

Factor Evaluation Comments

Satisfactory Other

Management Attitude

Organizational
Structure

Personnel
Delegation and
Communication of
Authority and
Responsibility

Policies and
Procedures

Budgeting and
Reporting

Organizational
Checks and
Balances

ADP Considerations

Other Factors

Overall Evalyation:

Prepared by Date

Reviewed by Jdate

EXMIBIT 3

Iv-4
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ANALYSES OF INHERENT RISK

The second step in the vulnerability assessment process is the performance
of an analysis, for each identified program and administrative function
subject to these guidelines, of the inherent potential for waste, loss,
unauthorized use, or misappropriation due to the nature of the activity
itself. Matters to be considered in the analysis should include, but need
not be limited to, the followina:

Purpose and characteristics
Rudget level

Impact outside the agency
Age and 1ife expectancy
Degree of centralization
Special concerns

Prior reviews

Management responsiveness

Purpose and Characteristics

The purpose and characteristics of these program or administrative
functions should be considered, and any aspects that make the activity
susceptible to waste, loss, unauthorized use, or misappropriation noted.
Knowledge of the purpose and characteristics can be obtained, if not
already available, by reviewing such background material as the relevant
enabling legislation and legislative history, requlations, statements of
missions, goals and objectives, operating procedures and policies, and
budget materials. The following matters should be noted, particularly
since they often tend to contribute to fraud, waste and abuse:

* Broad or vague legislative authority or requlations.
Cumbersome legislative or regulatory requirements.
Broad or vague missions, goals or objectives,

Iv-5
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High degree of complexity,

Existence of third party beneficiaries.

— Activities involving the payment of entitlement monies.
Activities operating under savere time constraints.
Activities involving the handling of cash receipts.
Activities involving approval of applications, grantina of
— authority, certifications, issuance of licenses or permits,
~ inspections, or enforcement.

Budget Level

Programs or activities involving large amounts of money are susceptible to
greater amounts of waste, loss, unauthorized use, or misappropriation

than programs or activities involving small amounts. Accordingly, the
level of funding, including personnel time allacated to the program or
function, should be determined by reviewing the agency budget and support-
ing materials, For certain activities, the budaet may not reveal the
total money involved so estimates should he made and/or other financial
measures considered. For example, faor a function such as property
management, a separate budaet often does not exist. In order to measure
the full financial significance of this function, the value of controlled
nroperty must he determined. ST

Impact Qutside the Agency

Government programs and functions often have considerahle financial and
nonfinancial impact on persons and organizations outside the agency. For
example, activities such as the issuance of registrations or permits,
standard-setting, rate-making, and Ticensing can arfect significantly
econamic status, health, safety, etc. When a program has such impacts, it
may be susceptible to external pressures that might circumvent internal
controls. Hence, impact outside the agency should be considered,

Information concerning potential impact can usually be abtained from such
sources as budaet documents, program descriotions, and media and public
interest group reparts.

[V-6
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Age and Life Expectancy

Consideration should be given to the age and life expectancy of the
program or administrative function. New (in existence less than two
years), changing (undergoing substantial modification or reorganization),
or phasing out {(to be eliminated within 1 or 2 years) programs should be
considered more susceptihble to waste, loss, unauthorized use, or misappro-
priation than stable programs {in existence for more than two years and

not expected to phase out within two years). The reasons are:

New or changing programs may lack written policies or procedures,
lack adeguate resources, have inexperienced manaqers, lack devices
to measure program performance, and in general have considerable

confusion associated with them,

Programs that are phasing out may lack adequate resources or may
involve close-out activities for which controls have not been
developed and/or large amounts of money or other resources which
must be accounted for. Also, personnel often lose interest and

motivation when a program is phasing out.

Degree of Centralization

The extent to which the program or administrative function 1s conducted in
a centralized or decentralized mode should be considered., Specifically, a

determination should be made as to whether the activity is:

Federal Centralized -- Managed and controlled on a day-to-day basis

in a centralized Federal agency system.

v-7
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Federal Decentralized -- Managed and controlled on a day-to-day

basis by Federal aagency field installations or staffs.

Participant Administered -- Managed and controlled on a day-to-day
basis by a non-Federal organization. Programs supported by grants,

contracts or loans would fall into this cateqory.

Other -- Managed and controlled on a day-to-day basis by some

combination of the above or by other means.
Different dearees of centralization are appropriate for different types of
activities. The evaluation should consider whether the degree of

centralization is appropriate for the activity beina conducted.

Soecial Concerns

e —— ——— ——————— e - .

Often, the existence of special concern for an activity may be indicative
that for some reason it is highly susceptible to waste, loss, unauthorized
ise, or misappropriation, and should he treated as such. Consideration,
therefore, should be given as to whether the proaram or administrative

function has been the focus of the following types of special attention:

Special interest exhibited hy the President, Congress, OMB, or the
Secretary,

Deadl ines set by legislation.

Media attention.

Litigation,

Iv-3
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If special attention has been focused on the program or function, special
problems related to its exposure to waste, loss, unauthorized use, or
misappropriation may exist, and an attempt should be made to identify such
problems. Also, consideration should be given as to whether the special
attention given the program is, in and of itself, a source of pressure that

might create a vulnerability.

Prior Reviews

Prior audit reports submitted by the Inspector General, the General
Accounting Office, and others; internal evaluations; Congressional reports;
and consulting reports should be reviewed for any indications that the
program or administrative function has previously been subject to losses
due to waste, loss, unauthorized use, or misappropriation. The amounts of
estimated losses, if any, and the period covered by the prior review should

be considered.
Programs or functions with minimal audit coveraae or with sianificant and
repeated findinas should be considered more susceptible to waste, loss,

unauthorized use, or misappropriation.

Management Responsiveness

Management's responsiveness to recommendations from its 0IG, GAQ, and
other evaluation groups should be considered. This would include actions
taken to correct problems brought to management's attention as a result of
prior reviews. A lack of responsiveness suggests a higher deqree of

susceptibility to waste, loss, unauthorized use, or misappropriation,

* k* k% k *
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The list of control objectives contained in Appendices B and B-1 may be
useful in identifying certain risks that should be considered for each of
the proarams and functions being assessed.

PRELIMINARY EVALUATION OF SAFEGUARDS

The third step in the vulnerability asessment process is the making of a
preliminary judgment regarding the existence and adequacy of internal
control over the specific programs and administrative functions subject to
the guidelines. The key consideration should Se whether appropriate
controls are in place to prevent or at least minimize waste, loss,
unauthorized use, or misappropriation.

As stated, an in-depth review of the existing controls is not appropriate
at this stage. Rather, the evaluator's judgment should be based largely
on his or her knowledge of the existence and functioning of safequards
that protect the activity's resources from waste, loss, unauthorized use,
or mismanagement. However, the evaluation must be thoughtful and based on
a workina knowledge of the program or administrative function. Judaments
made without knowledge of the situation are usually not sufficiently
reliabla,

SUMMARIZING THF RESULTS OF THE VYULNERABILITY ASSESSMENTS

The completion of the three steps permits the assessor to make an overall
assessment of (1} the adherence of the proaram or administrative function's
internal control system to at least some of the prescribed internal
standards, and (2) the vuinerability of the program or administrative
function itself. The assessment should be documentad {see Exhibits 4 and 5
for suggested forms) and a conclusion reached as to averall vulnerabiiity.
Care should be taken to ensure that the ratings, which can be a subjective
judgment or a numerical score, are done consistently throughout the entire

organization.

Iv-19
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Agency Component:

Assessment of Compliance with Standards of Internal Control
Based on Lompietion of a Vulnerability Assessment

Program/Administrative Function --

Standard Compliance Comments
(Yes, No, N/A)

Reasonable assurance
Attitude

Competent personnel

Internal control objectives*
Internal control technigues*
Documentation

Recording of transactions*
Execution of transactions*
Separation of duties
Supervision

Access to Resources

OVERALL COMMENTS:

Prepared by Date

Reviewed by Date

*NOTE: Sufficient analysis will probably not have been done at this point
to support an assessment of compliance with those standards marked
with an asterisk, TIf that is true, mark N/A (not applicable) in
the second coiumn,

EXHIBIT 4

Iv-11
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Agency Component:

Overall Vulnerability Assessment

Program/Administrative Function --

OVERALL EVALUATION OF GEMERAL CONTROL ENVIRQONMENT:

ANALYSIS NF INHERENT RISK:

Factor Rating Comments

Purpose and Characteristics
Budget Level

Impact Qutside the Agency
Age and Life Expectancy
Degree of Centralization
Special Concerns

Prior Reviews

Management Respohsiveness

Other Factors

OVERALL EVALUATION OF INHERENT RISK:

PRELIMINARY EVALUATION OF SAFEGUARDS:

OVERALL VULNERABILITY:

OTHER COMMENTS (PROBLEMS REOUIRING IMMEDIATE ACTION, DEFICIENCIES NOTED,
ETC.}

Internal Contral Review Scheduled For

To be Performed By:

%repared by Date

Reviewed by NDate

EXHIBIT 5

v-12
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Problems or weaknesses requiring immediate corrective action may be
observed during the performance of the vulnerability assessments. For
instance, a program may be assessed in which the controls are perceived to
be grossly inadequate and there is a strong possibility of loss if
corrective action 1s not taken immediately. Such situations should be
brought to the attention of the appropriate agency official as soon as
possible in order that appropriate corrective actions can be taken

promptly.

DEVELOP PLAN FOR SUBSEQUENT ACTIONS

The next step in the process is to use the summarized vulnerability
assessments to determine appropriate subsequent actions. It is important
at this point to remember the overall objective of the internal control
evaluation process, namely, to bring about a strengthening of internal

control systems in a cost-effective manner.

Nne approach may be to classify the vulnerability of each of the programs
and administrative functions subject to these guidelines in such a way as
to facilitate the establishment of a prioritized schedule for internal
control reviews, @.4., highly vulnerable, requiring a detailed review of
internal controls; moderately vulnerable, permitting less intensive and

less frequent internal control reviews; low vulnerability, etc.

Another approach would be to consider a series of options for each of the
program and administrative functions. This could be done by first
evaluating the degree and causes of the vulnerabilities; then considering
management priorities, resource availability, and other management
initiatives underway; and finally determining the appropriate courses of

action, These might consist of:

Iv-13
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Scheduling and conducting an internal control review.

Requesting an audit,

Establishing increased or improved monitoring procedures.
Oevelopina and conductina training programs for the staff.

Issuing clarifying instructions.

Modifying procedures or documents.

An approach such as the latter can help to ensure that resources devoted

to the internal control evaluation and improvement process are used in an

effective and efficient manner.

[v-14
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CHAPTER ¥

INTERNAL CONTROL REVIEWS

An internal control review is a detailed examination of a system of
internal control to determine whether adeguate control measures exist and
are implemented to prevent or detect the occurrence of potential risks in
a cost effective manner.

Six recommended steps for an internal control review are:

Identi1fication of the event cycles.

Analyses of the general control environment.

Documentation of the event cycle.

Evaluation of the internal controls within the event cycle.

Testing of the internal controls.

Reporting the results.

This Chapter describes how to perform these six steps.
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IDENTIFICATION OF THE EVENT CYCLES

Event cvcles are the processes used to initiate and perform related

. activities, create the necessary documentation, and gather and report
related data. In other words, an event cycle is a series of steps taken
to get something done. Each proaram and administrative function performed

S ‘QifhiﬁAan dgency or agdency component contains one or more event cycles.

For example, an entitlement program could contain the following event
cycles: infcrmation qathering and verification, eligibility determination,
informat ion processing and record keeping, payment, and monitoring. The
event cycles for an administrative function could include payroll,
procurement of supplies and materials, correspondence handlina, etc.
(Appendices 3 and B-1 present event cycles commonly found in Federal
Government agencies. The General Accounting Offica, professional
associations, and private organizations also publish lists of common event

cycles),

Fvent cycles orovide the focal points for the conduct of interna! control
reviews. Accordinaly, the first step in the internal contraol review phase
s to identify the event cycles in the program or administrative function
which are subject to the quidelines and which are selected for an internal
control review. The sources of information for developing such a list
would be Appendix B or similar lists, the vulnerability assessment for the
nrogram/function, legislation, requlations, policy statements, procedurss
manuals, management interviews, etc. Exhibit 6 provides a form on which

the cycles can he listed.

A detarmination must then be made as to which event cycles are to be
raviewed. The results of the vulnerability assassment should Se helpfuyl
in makina this determination, with arsas identified as the cause of a
atanly vulnerable classification being aiven the highest priority,

Documentation should be maintained.
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Agency Component:

List of Event Cycles Within Programs

and Administrative Functions

Program/Administrative Function -

Event Cycles

Comments

Prepared by

Date

Reviewed by

Date

EXHIBIT 6

V-3
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ANALYSIS OF THE GENERAL CONTROL ENVIRNNMENT

The environment in which the cycle operates has a major impact on the
effectiveness of internal control. Therefore, an important part of an
internal control review is an evaluation of the general control
environment, i.e., the management attitude, organization structure,
personnel, delegation and communication of authority and responsibility,
policies and p}ocedures, budaeting and reporting practices, arganizational
checks and balances, etc. Analysis of the general control environment

performed for the vulnerability assessment can be referred to and updated.

DOCUMENTATION OF THE EVENT CYCLE

The next step is to document the event cycle in order to obtain a thorough
understanding of how it operates. This is accomplished by interviewing
the persons involved in the cycie, reviewing existing documentation,
observing the activity, and then preparing either a narrative explanation
or a flow chart, accompanied by pertinent narrative information in
sufficient detail to permit an in-depth analysis of the existence and
adequacy of internal controls. The documentation should 1dentify such
things as the procedures, the personnel performing the procedures, and the

farms and records developed and maintained.

a4
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Regardless of the method used, it is advisable to review the completed
documentation with the persons providina the information, and, if
necessary, track one or two transactions through the process. Roth
procedures will assure that the documentation and the understanding of the

cycle are accurate.

EVALUATION OF THE INTERNAL CONTROLS WITHIN THE EVENT CYCLES

The fourth step in the process is to evaluate the event cycle by reviewing
the documentation and deciding whether the system, at Teast as defined, is
sufficient to provide reasonable assurance that obligations and costs are
in compliance with applicable law; the agency's funds, property, and other
assets are properly safequarded; and the revenues and expenditures are
properly recorded to permit the preparation of reliable financial and
statistical information. The manner in which this is done is to:

Ascertain the control objectives for the event cycle. Control

cbiectives are desired goals or conditions for a specific event cycle
that reflect the application of the overall objectives of internal
control to that specific cycle. If control objectives are achieved,
the potential for the occurrence of waste, loss, unauthorized use, or

misappropriation is sianificantly decreased.

The control objectives for an event cycle should be written. This
documentation should be reviewed to determine whether the list of
objectives for each event cycle is complete, logical, and relevant to
the event cycle. If the control objectives are not adequately
documented, such documentation should be developed and maintained as

part of the overall documentation of internal controls.

V-5
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Examine the documentation and ascertain whether appropriate internal
control technigues are in place to enable the control objectives to be

met in an efficient and effective manner. Internal control technigues
ara the processes or documents that enable the control objectives to
be achieved.

Control technigues should be defined in writing. This documentation
should be reviewed to determine whether it provides reasonable
assurance that the control objectives can be met in a consistent,
efficient, and effective manner. If the control techniques are not
adequately documented, such documentation should be developed and
maintained as part of the overall documentation of the internal

controls.

The relationship between this and the prior task and the inherent
risks in an event cycle cannot be overemphasized. Control objectives
are established because a risk exists; internal control techniques are
implemented to prevent the specific risk from occurring. For example,
& payroll system contains the risk of people getting paid for time not
worked. An appropriate control objective would be that payments are
made only in return for services. An internal control technigue could
be that time sheets include approval by a supervisor that the payment
made 1s only for services actually performed.

It is important to remember that there are inherent |imitations that
can constrain an agency's efforts to maintain effective internal
control, Examples include budget constraints, statutory or requlatory
restrictions, staffing limitations, and other priorities. These
constraints should be considered when evaluating the appropriateness

of the control objectives and internal control techniques.

[dentify whether there are any internal control techniques that are

excessive, thereby creating inefficiencies and unnecessary costs.
V-8
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A form that may be useful in documenting this information is presented in
Exhibit 7. Appendices R and B-1 presents appropriate control objectives
for common event cycles. Similar lists can be obtained from the General
Accounting Office, professional associations, and private organizations'
publications.

The results of this process are an identification of (a) necessary internal
control techniques {whose functioning has to be tested, as discussed in the
next section}; (b) control objectives for which the control techniques are
not adequate and system corrections must be made; and/or (c) control
techniques that are unnecessary and can be eliminated.

TESTING OF THE INTERNAL CONTROLS

The final step in an internal control review is the testing of the neces-
sary control techniques to determine whether such controls are functioning
as intended. This may be done by selecting a sample of transactions and
reviewing the documentation for those transactions, as well as making other
observations and inquiries, and ascertaining whether the specified
techniques are satisfactorily employed. Various sampling procedures may be
useful for enhancing the effectiveness of this process. The testing of the

ADP systems may often require the use of advanced review procedures.

Somet imes a specified control technique will appear to be inadequate for a
given condition or will not be functioning properly. In those instances,
the reviewer should evaluate whether personnel are compensating for the
shortcoming with other safequards, or whether compensating controls exist

in interrelated systems not subject to review.

The reviewer should complete this testina step by notina any necessary
control technigues not functioning as intended or not compensated for. MHe
should also consider how such shortcominas should be addressed, i.e., by
instituting new controls, improving existing controls, or accepting the
risk assoctated with the shortcoming. A form for such notations is
presented in Exhibit R,

V-7
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Agency Component:

List of Intarnal Controls

Program/Administrative Function -

Event Cycle

Contral GObjectives

Strength (S§)
Control Technique | Weakness (W)
Excessive (E)

Comments

Prepared by

NDate:

Reviewed by

Nate:

EXHIBIT 7

Y-R

Approved For Release 2008/01/14 : CIA-RDP85B01152R000500650008-6



Approved For Release 2008/01/14 : CIA-RDP85B01152R000500650008-6

Agency Component:

Tests of Internal Controls

Program/Administrative Function -

Event Cycle

- Comments
Necessary Control Functioning Adequate and
Techniques {Yes or No) (Yes or Mo) Recommendat ians
Prepared by Date
Reviewed by Date
EXHIBIT 8
V-9
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REPORTING THE RESULTS OF THE INTERNAL CONTROL REVIEWS

Two types of reports should result from the internal control reviews. The
first are the reports for initiating corrective action, prepared for the
managers of the programs and administrative functions and other line
managers. These reports, which may be written or oral, are discussed in
the remainder of this chapter. The second type of report, discussed in the
next chapter, is necessary to support the agency head's statement to the

President and the Congress.

Reports intended to obtain corrective action should contain an identi-
fication of weaknesses within the system and recommendations as to how the
weaknesses can be corrected. Recommendations for possible improvements in
the economy and efficiency of the internal controls should also be made, if

appropriate.

More specifically, attention should be given to the following:

In what ways is the general control environment nadequate to
provide the necessary atmosphere for the appropriate functioning of

specific controls?

In what areas are necessary control techniques nonexistent or

inadequate?

In what areas are necessary control techniques not functioning as

intended?

in what arsas are control technigues excessive, thereby fostering a

lack of economy or creating inefficiencies?

y-10
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In what ways are executive, legislative, or other management

requirements excessive, thereby creating inefficiencies?

These reports should include recommendations for how such situétions could
be corrected or improved. In evaluating possible alternatives, considera-
tion should be given to the costs and expected benefits of changes in
order that control objectives can be achieved in a cost-effective manner.
While it is sometimes difficult to determine the exact costs and benefits
of suggested improvements, it is desirable at least to estimate these
amounts so that controls are not instituted that cost more than they

save,

FOLLOW-UP ACTIONS

Vulnerability assessments and internal control reviews and reports should
not be an end in themselves. The recommendations should be considered by
management on a timely basis and the appropriate corrective actions taken
as promptly as possible. A formal follow-up system should be established
that logs and tracks recommendations and target dates, provides assistance
for the development of plans for implementation of the corrections, and
monitors whether the changes are made as scheduled. The existing audit

follow-up system could be used for this purpose.
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CHAPTER VI

REPORTING UNDER THE FEDERAL MANAGERS' FINANCIAL INTEGRITY ACT

The Federal Managers' Financial Integrity Act of 1982 requires a statement
from each agency head to the President and to the Conaress as to whether
the agency has established a system of internal accounting and
administrative control in accordance with standards prescribed by the
Comptroller General; and whether this system provides reasonable assurance
that:

Obligations and costs are in accordance with applicable Taw;

Funds, property and other assets are safequarded against waste, loss,

unauthorized use, or misappropriation; and

Revenues and expenditures are properly recorded and permit the

preparation of reliable financial and statistical reports.

An agency that follows these guidelines will be able to comply with the
Act.

BASIC STATEMENT

Specifically, an agency following these quidelines will have the following

in place:

Responsibility for directing a program to comply with the Act

assigned to a high level official.
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Agency internal control directives, requlations and other
materials published and disseminated throughout the organization.

Documentation of the conduct and results of onaging vulnerability
assessments and internal control reviews.

Documentation of corrective actions taken to strengthen the internal
control systems,

Inclusion of internal control elements in performance appraisals.

Written assurances from the desianated senior official responsible
for coordinating the agencywide effort and the heads of the agency's
various organizational units, and comments from the [nspector General
or eguivalent. (See Appendices C, D, and £ for examples)

The existence of these elements, collectively, provides strong evidence
that management and other persannel, throughout the organization, are
coanizant of the importance of internal control and that the necessary
evaluation and improvement processes are taking place. Thase are the two
major conditions that support transmittal of the required statement.

MATERTAL WEAKNESSES

The Act also requires an agency to include within the statement to the
Prasident and the Congress a report listing identified material weaknesses
in internal accounting and administrative control and a schedule for their
corraction. A material weakness is a situatidn in which the desianed
procedures or the dearee of operational compliance therewith does not
provide reasonable assurance that the objectives of intarnal control
specified in the Act are beina accompiished. The size aof the agencies and
the complexities of their activities are such that even though the elements
listad in the previous section are present, material weaknesses, as
defined, could exist.

Y1-2
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Another step, therefore, in preparing the statement to the President and
the Congress is for the senior official responsible for coordinating the
agencywide effort to use the internal reporting system described in
Chapter [l to determine whether'any material weaknesses in internal
accounting and administrative control of significance to the President and
the Congress were uncovered by the evaluation process. If there were, a
brief description should be obtained along with the plans and schedule for
correcting the weakness. This information would be incorporated into the

report.

Finally, the report can and should be used to demonstrate that the planned
corrective actions have been taken. This can be done by including in the
statement the status of actions taken to correct weaknesses in internal
accounting and administrative control identified in prior years'

statements.

CLASSIFIED MATTERS

The statement must also be made available to the public. However, relevant
information that is (1) specifically prohibited from disclosure by any
provision of law; or (2) specifically required by Executive order to be
kept secret in the interest of national defense or the conduct of foreign
affairs, should not be included in the statement made available to the

public.
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GLOSSARY
Agency -- Any executive department or independent establishment in the

Executive branch of the Government but not including any Government
corporation or agency subject to the Government Corporation Contral
Act, nor the United States Postal Service.

Agency Component -- A major organization, program, or functional

subdivision of an agency having one or more separate systems of

internal control.

Assessable Unit -- A program or administrative function or subdivision

thereof which is to be the subject of a vulnerability assessment.

Control Objective -- A desired goal or condition for a specific event

cvcle that reflects the application of the overall objectives of

internal control to that specific cycTe.l/

Event Cycle -- The processes used to initiate and perform related
activities, create the necessary documentation, and gather and report

related data.

1/ Control objectives are not absolutes. Since the achievement of
control objectives can be and is affected by such factors as budget
constraints, statutory and requlatory restrictions, staff limitations,
and cost-benefit considerations, the lack of achievement of control
objectives does not necessarily represent a defect or deficiency in
internal control.
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General Control Environment -- Yarious environmental] factors that can

influence the effectiveness of internal controls over program and

administrative functions.

Inherent Risk -- The inherent potential for waste, loss, unauthorized use,

or misappropriation due to the nature of an activity itself.

Internal Control -- The steps that an agency takes to provide reasonable

assurance that obliagations and costs are in compliance with
applicable law; funds, property, and other assets are safequarded
against waste, lass, unauthorized use, or misappropriation; and
revenues and expenditures applicable to agency overations are
property recorded and accounted for to permit the preparation of
accounts and reliable financial and statistical reports and to

maintain accountability over the assets.

Internal Control Review -- A detailed examination of a system of internal

control to determine whether adequate control measures axist and are
implemented to prevent or detect the occurrence of potential risks in

a cost effective manner.

Internal Control System -- The sum of the organization's methods and

measures used to achieve the objectives of internal control.

Internal Control Technique -- A progess or document that is haing realled

on to efficiently and effectively accomnlish a control objective and
thus help sarequard an activity from weste, toss, unauthorized use,

or misappropriation.
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Material Weakness -- A situation in which the designed procedures or degree

of operational compliance therewith does not provide reasonable
assurance that the objectives of internal control specified in the Act

are being accomplished.

Vulnerability Assessment -- A review of the susceptibility of a program or

function to the occurrence of waste, loss, unauthorized use, or

misappropriation.
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APPENDITY A

SAMPLE PARTIAL INVENTNRY OF COMPONENTS,
PROGRAMS, AND ADMINISTRATIVE FUNCTIONS

This appendix illustrates an aporoach that a department/agency might use to
inventory its components and programs and administrative functions for
purposes of conducting vulnerability assessments. The example is based on
operations of the Department of Commerce.

Proaram and Administrative
Component (1)} Function {2)

Patent and Trademark Nffice Patent process
Trademark process
Information dissemination
Administration

National Rureau of Standards Measurement, research, and
standards
Enaineering measurements and
standards
Computer sciences and technoloay
Central technical suoport

Administration

National Technical Information -8

Service

Bureau of the Census §

0ffice of Administration Program planning and personnel
Information and resource

management

Operations/general services
Controller's office activities

Office of the Inspector General Audit
Investigative
Policy and planning

Office of General Counsel &

Office of Public Affairs &

Office of Congressional Relations 8§

{1} This 1s a partial listina. Other hureaus would alsc he included as
individual comporents,

(2) Proorams and administrative functions have only been included for a few
components, In actual use proarams and administrative functions for
the other components would also be listed.

A-1
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APPENDIX R

COMMON EVENT CYCLES AND SUGGESTED CONTROL OBJECTIVES

IN FEDERAL AGENCIES

This appendix presents a list of event cycles commonly found in Federal

agencies and aaency components. Also included are certain types of assets
that are highly susceptible to Toss and for which controls are vital, e.q.,
cash, materials and supplies. Finally, the list provides suqgested control

objectives for each event cycle/type of asset.

The purpose of the list is to help agencies and agency components identify
the event cycles and types of assets and control objectives that need to be
considered when performing internal control reviews, The list is neither
all-inclusive nor mandatory. Agencies will probably operate event cycles
not included on the list and certainly will not operate all cycles included
in the list. Also, internal control objectives Tisted may not be appro-
priate for a particular situation. Accordingly, each agency should use this
list as a gquide to identify event cycles and develop internal control
objectives for its programs and administrative functions that are covered by
these gquidelines. (Similar lists are available from the General Accounting

Office, professional associations, and private organizations.)

R-1
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Finally, in establishing control objectives and control techniques, as well

as in performing internal control reviews, agencies shouild be mindful of the

inherent limitations (budget constraints, statutory and requlatory restric-

tions, staffing limitations, etc.) which constrain agency action. The lack

of achievement of control objectives due to these systemic limitations or

cost-effectiveness considerations cannot and should not be considered

defects or deficiencies in internal controls.

L.

OPERATIONS CYCLES

The operations cycles are intended to encompass the agency's program
activities that are subject to these auidelines. The differences in
agency missions make it impossible to develop a representative list of
operations cycles and corresponding control objectives. Hence, each
agency/agency component should examine its own programs and define the

appropriate event cycles and control objectives.

The followina are the operations cycles for some typical government

programs and the internal control cbjectives for these cycles.

Production Activities

The primary intarnal control objectives normally associated with

production activities include the following:

(1) A production plan is authorized defining the products to be
manufactured, the timing and quantities of production, and the

needed inventory levels.

(2) Lead time schedules are timely and accurate, and permit realistic
due dates.
{7 roduct quality and enaineering standards exist and are mon itored

t0 2nsure that quality oroducts are producad as afficiently as

nessible.

3-2

Approved For Release 2008/01/14 : CIA-RDP85B01152R000500650008-6



Approved For Release 2008/01/14 : CIA-RDP85B01152R000500650008-6

(4)  Production controls exist to ensure that the plant is operating
with the optimum mix of resources including labor, equipment, and
materials,

{5) Production controls exist to prevent the manufacture of
unauthorized products or quantities of products.

()  Resources used and products completed are timely and accurately
reported.

(7) Production costs are computed accurately and recorded timely.

(8) Recorded balances of inventory, property, and related activity

are periodically substantiated and evaluated.

Loans and Loan Guaranties

The primary internal control objectives normally associated with loans

and lcan guaranties include the following:

(1) Applications for loans and loan guaranties are evaluated for
appropriateness of eligibility, collateral, if required, and
other qualifying c¢riteria prior to approval.

(2)  Security interest in property used as collateral is properly
recorded, filed, and documents secured by a responsible
custodian,

(3) Accurate receivables agings are preparad systematically and
timely.

() Loan and loan quaranty repayments are collected, controllad and
reported in a manner that is consistent with applicable
aopropriations, other law, and policv.

(S) Periodic estimates are made of uncollectible loan balances with
such estimates timely reported to management.

(6)  Proper write-off, conversion, and settlement or forgiveness of

delingquent Toans is assured.

B-3
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Grants

The primary internal control objectives normally associated with grants

include the following:

{1)

(2)

Accurate maintenance of the factors used in distribution formulas

‘for entitlement grants.

Grantees' program eligibility requirements are sufficiently
detailed to ensure that the program beneficiaries and other
interested parties understand the qualifications to recaive
prescribed benefits.

Grantees maintain sound organizational, budgetary and accounting
systems that are periodically reviewed and evaluated.

Grantees' procurement procedures comply with requlations.
Grantees properly maintain, safequard, and account for
government-financed property and equipment.

Grantees maintain current cost allocation plans and overhead
rates.

Grantees are paid only for allowable costs and amounts.
Financial and compliance audits of grantee activity performed at
least once every two vears.

Prempt and approoriate grant close-out actions are takan,

[T. INTERNAL MANAGEMENT AND ADMINISTRATION CYCLES

Organization

The primary internal control objective normally associated with

organization includes the follawing:

(1}

Responsibility for the performance of all duties is specifically
assigned and appropriately separited along with necassary
delegations of authority to sufficient numbers of aqualified

2moloyees,

B-4
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Personnel Policies and Practices

The primary internal control objectives normally associated with personnel

policies and practices include the following:

(M
(2)

(3)

(4)

Personnel ceilings are strictly enforced.

Recruitment, training, evaluation, and termination practices are
operating in accordance with applicable laws and requlations and
in a manner that promotes economy and efficiency of operations.

Appropriate standards of conduct are communicated and enforced.

Employment records are promptly, completely and accurately
estalished with proper safequards against unauthorized access or

the preparation of ficticious records.

Administrative Support Services

The primary internal control objectives normally associated with

administrative services include the following:

(1)

Services provided meet the organization's leqitimate needs.

B-5
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(2)  Services are conducted in a manner that promotes economy and
efficiency in operations.

(3) Safequards exist to prevent unauthorized or wasteful use of such
services,

(See Appendix B8-1)

Advisary and Technical Services

The primary internal control objectives normally associated with

advisory and technical services include the following:

(1) Services provided meet the organization's legitimate needs,.

(2) Services are conducted in a manner that promote economy and
efficiency in operations.

(3) Safequards exist to prevent unauthorized or wasteful use of such

services,

Security and Safeauarding of Classified Material

The primary internal control objectives normally associated with

security and safequarding classified material are the following:
(1)  Documents are aporopriately classified.

(2) Appropriate safequards exist to prevent unauthorized access o

classified matarials.
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Audit Followup

The primary internal control objectives normally associated with audit

followup include the following:

(1)

(2)

(4)

(6)

(9)

Audit resolution and corrective actions pertaining to audit

recommendations are made on a timely basis.

Audits resolved and corrective action on audit recommendations are

scheduled in accordance with specific criteria.

Accurate records of the status of audit reports and recommendations
are maintained through the entire process of resolution and

corrective action.

Major disagreements between the audit organization and agency

management or contracting officials are resolved on a timely basis.

Resolution actions are consistent with law, requlation, and

Administration palicy.

Resolution and correction action on recommendations involving more

than one program, agency, or level of government are coordinated.

Required reports are reliable, accurate, and submitted on a timely

basis.

Claims arising from audit disallowances are promptly recorded as
receivables and collected in accordance with the Federal Claims

Collection Act.

Interest on audit-related debt is charged promptly, without regard

to whether the disallowance 1is or will be appealed.
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ITI.

INFORMATION PROCESSING AND REPORTING CYCLES

Information Collectign

The primary internal control gbjectives normally associated with

information collection are the following:

(1)  Information collected is meaningful and usefil.

(2) Information collected is reliable.

- (3) Information is arranaed in an orderly fashion.

{4) Information is maintained on a current basis.

Correspondence Handling

The primary internal control objectives normally associated with

correspondence handling are the following:

(1)  Correspondenca is chanreled to the appropriate parties.

(2) Replies are made promptly, accurately and responsively,

Racords Maintenance

The primary internal control objectives normally associated with

records maintenance are the following:

) Records are readily available.

—
™J —
—

Records are adegquately protected.

,—
[9% )
—

Only negcessary records are retained.

Automatic Data Processing

The primary internal control cbiectives normally associated with

automatic data processing are as follows:
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(1) Proper authorization of transaction inputs, adequate edit checks,
and necessary safeauards of sensitive input forms to insure
accurate, proper, complete and timely entry of information.

(2) Data is safequarded to prevent unauthorized access, improper
changes, or loss.

(3) Appropriate controls exist to detect unauthorized use of the
system,

{4) Outputs produced accurately, completely and timely.

IV. ASSET AND LIABILITY CYCLES

Cash

The orimary internal control objectives normally associated with cash

incTude the followina:

(1) Physical security safequards maintained where cash is stored and
processed.

(2) Cash, check signing machines, sianature dies, and blank,
partially prepared, mutilated, and voided checks are protected
from unauthorized use.

{3) Receipts are recorded properly and timely and deposited promptly.

(4) Disbursements are recorded properly and timely,

(5) Effective cash management system is maintained.

Negotiable Instruments and Other Investments

The primary internal control objectives normally associated with
negotiable instruments and other investments include the following:

(1) Physical security safequards are maintained where neqotiable
instruments and other investments are stored and processed.
(2} Bonds, drafts, and other securities are protected from

unauthorized use.

B-9
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(3}
(4)
(5)

Timely and accurate accounting is maintained.

Investments comply with leqal requirements.

Interest and other investment income is collected promptly when
due,

Letters of Credit

The primary internal control objectives normally associated with
letters of credit include the following:

(1)

(2)

(3)
(4)

Letters of credit are issued only to large dollar recipients who
have a continuing relationship with the Federal Government and an
adequate cash management system.

Amounts available under letters of credit do not exceed available
award authority or immediate cash needs.

Assurance exists that funds are used only for intended purpose.
Cash balances in recipients’ hands do not exceed recipients’
needs.

Receivables

The primary internal control objectives normally associated with

receivables include the following:

(1)
(2)
(3)
(4)
(8)
(6)

(7)

Prompt and accurate recording of all receivables.

Ability to determine and report sources and age of receivables.
Continuous and timely attempts are made to collect receivables
due,

Identification of the portion of the receivables that may not be
collectibla.

Validity of write-offs, conversions, and settliement or
forgiveness of receivables.

Repayments collected, controlled and reported in a manner
consistent with applicable Taw and requlations,

Title to property used as collateral is properly recorded, filed,
and secuyred.
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Capital Assets and Material Inventories

The primary internal control objectives normally associated with

capital assets and material inventories include the following:

(1)
(2)

(3)

(4)

(8)

Only authorized and needed property is procured.

Receipts of property are recorded timely and accurately in source
documents and accounting records.

Netailed subsidiary records are maintained for individual capital
assets and sianificant categories of material inventories and are
periocdically reconciled to contraol accounts.

Periodic physical verification is made of the existence and
condition of property and inventories,

Physical security measures are commensurate with the size, type,
and value of property.

Issues, transfers, retirements, and losses are reported and
accounted for timely.

Assets are properly requisitioned and used exclusively for
government activities.

Records of asset use are accurately maintained.

Payables, Debt, and Other Liabilities

The primary internal control objectives normally associated with

payables, debt, and other liabilities include the following:

(1)

(2)

(3)

All payables and other claims against the Government are recorded
promptly and accurately.

Prepayment examinations and certifications of performance are
made to ensure validity and clerical accuracy of claims prior to
payment.

Debt and other long-term liabilities are properly authorized,
recorded and serviced in accordance with applicable laws and

requlations.

B-11
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'

Fiduciary and Trust Funds

The primary internal control objectives normally associated with
fiduciary and trust funds include the follaowing:

{1} Liabilities to others are recorded properly.

(2) Detailed subsidiary records are maintained and are periodically
reconciled to control accounts.

(3) Funds are handled in accordance with applicable Taw and
requlations.

(4} Effective control is maintained by responsible officials.

(5) Benefits and other disbursements are subject to comparable
controls to other pavments.

RECETIPTS CYCLES

Taxes and Duties

The primary internal control objectives normally associated with taxes
and duties include the following:

1) Taxing programs are applied to all individuals and oraanizations
subject to taxes.
(2)  Tax returns and assessments are reasonably correct.
) ATl receipts are recorded accurately and timely.
) Receiots are safequarded while in the custody of the agency and
promptly transferred to the Treasury.
(5] Settlements, allowances, and refunds are properly authorized.
(8) Taxing programs are administersd in accordanca with applicable

laws and reauiations.

Services Rendered

The primary internal control objectives normally associatad with

services renderad include the following:

3
]

ot

(RS
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(1) Revenues are recorded immediately as services are rendered with
accounts receivable promptly set up and billed on a timely basis
if not paid in full,

(2) Receipts are recorded accurately and timely,

{3) Receipts are safequarded while in the custody of the agency and
promptly transferred to the Treasury.

(4) Services rendered and related charges are conducted in accordance

with applicable laws and regulations.

Other Sales
The primary internal control objectives normally associated with other

sales include the following:

(1) Sales are recorded immediately as items are sold with accounts
receivable promptly set up and billed on a timely basis for
non-cash sales.

{2) Receipts are recorded accurately and timely.

{3) Receipts are safequarded while in the custody of the agency and
are promptly transferred to the Treasury.

(4) Sales of qoods, property, eauipment, bonds, notes, and other
items are conducted in accordance with applicable laws and

requlations.

Fines, Penalties, and Judgments

The primary internal control objectives normally associated with fines,

penalties, and judaments include the following:
{1} Fines, penalties, and judgments are levied on or sought from
individuals and organizations as required by laws or requlations,

(2) Fines and penalties are charged at the proper statutory rate.
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vi.

(3)
(4)

(5)

All receipts are recorded accurately and timely.
Recaeipts are safequarded while in the custody of the agency and
are promptly transferred to the Treasury.

Rescissions and forgivenesses are properly authorized.

Qther Receivable Collections

The primary internal control objectives normally associated with other

(1)
(2)

(3

“receivable collections include the following:

All receiots are recorded accurately and timely.

Receipts are safequarded while in the custody of the agency and
are promptly transferred to the Treasury.

Procedures for effecting collection, including offset and

instalIment payments, are utilized on a timely basis.

Other Receipts

The primary internal control objectives normally associated with other

receipts include the following:

All receipts are recorded accurately and timely.

Receipts are safequarded while in the custody of the agency and
are promptly transferred to the Treasury.

onies are requested and received in situtions whera warranted in

accordance with apolicable law and reaqulations.

EXPENDITURE CYCLES

P3vrall, Pensions and Other Frinage Benefits

The orimary internal control obiectives normally associated with

nayrall, pensions and other fringe henefits include the %oliowing:

3-14
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(1) Appropriate authority exists for the appointment, change, and
termination of all personnel.

(2) Compensation and benefit payments are in accord with current
statutory or regulatory limitations.

(3) Payments are made only in return for services rendered.

(8) Gross and net payroll amounts and payroll deductions are correct.

(f)  Payroll charges, including fringe benefits, are recorded and
distributed promptly.

(A) Timely, accurate and complete subsidiary records are maintained

of vacation, sick leave and other balances.

Federal Assistance Payments to Other Governmental Units and

Individuals
The primary internal control objectives normally associated with
Federal assistance payments to other acovernmental units and individuals

include the followina:

(1) DNisbursements are valid and properly approved.

(2) Disbursements are recorded promptly and accurately to the
appropriate accounts.

(3) Payments are within budget limits and in accordance with
applicable laws, reaulations, and aareements.

(4) Payments are made only to eligible recipients for eligible costs.

(5) Payments are made promptly and in full.

Procurement and Acauisition

The primary internal control objectives normally associated with

procurement and acquisition include the following:

{1) A1l purchases are authorized within budget Timits and made in

accordance with applicable laws, reaqulations, and aqreements.

B-15
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(2)

(3)

(4)

(8)
(6)

Government has paid lowest prices commensurate with quality,
service, delivery and reliability.

Purchases and acquisitions are received and examined for
acceotability.

Disbursements are valid and properly aporoved.

Disbursements are made on a timely basis.

Disbursements are recorded promptly and accurately to the

anpropriate account.

Travel Advances and Reimbursements

The primary internal control objectives normally associated with travel

advances and reimbursements include the follaowina:

(1)

(2)

(3)

(4)

Travel reimbursements and advances provided only for properly
authorized travel .

Amounts paild are in accordance with applicable government travel
requlations.

Reimbursements are timely, properly approved, and properly
racorded Lo the appropriate account.

Advances are liquidated within reasonable time periods.

Other Expendituras

The primary internal control objectives normally associated with other

axpenditures include the fallowing:

Expenditures are valid and properly approved.

Sxpenditures are recorded promptly and accurately in the
appropriate accounts.

Debt service reaquirements, refunds, valid claims and gther
appropriate payments are made timely in full accordance with

appiicable laws, requlations, and aareements.
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APPENDIX B-1}

SUGGESTED CONTROL OBJECTIVES FOR SELECTED ADMINISTRATIVE

SUPPORT SERVICES

Inciuded in Appendix B are suggested control objectives for the generic
category administrative support services. The O0ffice of Management and
Budget has developed a series of model control systems for specific
administrative support services. This Appendix presents suggested control
pbjectives for selected administrative services drawn from those control

models.

Periodicals, Pamphlets, and Audiovisual Products

Periodicals, pamphlets, and audiovisual products are related to agency
mission, contribute to solution of an identifiable need, and are

appropriate in format and scope for the intended audience.

* Periodicals, namphlets, and audiovisual products are not duplicative of

other materials that convey the same message.

Periodicals, pamphlets, and audiovisual products are produced or

acquired in a cost-effective manner.
Completed periodicals, pamphlets and audiovisual products are

consistent with planned product and distributed in conformance with

approved distribution plan,

Approved For Release 2008/01/14 : CIA-RDP85B01152R000500650008-6



Approved For Release 2008/01/14 : CIA-RDP85B01152R000500650008-6

Consultina and Related Services

Services are secured for an approoriate purpose, i.e., to obtain
specialized opinions or professional or technical advise which does
not exist or is not available within the agency or another agency,
outside points of view to avoid excessively limited judgments on
critical issues, advice reqgarding developments in industry,
university, or foundation research, opinion of noted experts whose
national or international prestige can contribute to the success of
important projects, or assistance to complete a necessary project
within a specified period of time.

Services are not used to perform work of a policy/decision-making or
managerial nature that is the direct rasponsibility of agency
officials; or to bypass or undermine personnel ceilinas, pay
Timitations, or competitive emp loyment procedures; or to aid in
influencing or enacting legislation.

Services are secured through maximum competition, without preference
to former government employees.

Payments for servicas bear a relation to work completad,
Servicas provided meet the organization's specific needs and agvice
and recommendations are implemented, unless there are valid reasons to

the contrary.

Long-Term Traininag

Lona-term training is orovided only when the necassary set of
knowledages or skills requires a comprehensive study program which
cannot be accomolished by a series of unconnectad short-term courses;
the time span for the acguisition of the %nowledae or skill 1s such
that a concentrated or lona-term prodram is most feasible; and the set
af Knowledges or skills is so compiex, new, or unigque that it cannot
Je readily obtained on a short-term basis or through gther means.
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»

Space

Nominees continue in agency service for an appropriate period
following completion of long-term training.

Long-term training is relevant to selected employees' current and/or
projected assignments, required skills and knowledge, individual
development plan, and career potential; and is appropriate for his or
her commitment to the organization and Federal service.

Acquisition and Utilization

Need for and intended use of space is adeguately justified.

Requesting unit conforms with space allowance standards.

Request cannot be met by realignment of existing space assignments or
use of vacant or under-utilized space.

Space is leased.on the most favorable basis to the Government, with
due consideration to maintenance and operational efficiency.

Lease charges are consistent with prevailing scales in the community
for comparable facilities.

Legal requirements, e.q., facilities for the handicapped, fire safety
features, are satisfied.

Lease contains provisions necessary to administer the agreement, such
as duration of lease, including clearly stated renewal rights; base
for future escalations; liquidated damages provision; stated costs for
overtime usage; and termination rights.

Lease conforms with agency and Administration goals and priorities and

legal requirements.

B-19

Approved For Release 2008/01/14 : CIA-RDP85B01152R000500650008-6



Approvéd For Release 2008/01/14 : CIA-RDP85B01152R000500650008-6

APPENDIX C

SAMPLE LETTER FOR WRITTEN ASSURANCE TO THE

AGENCY HEAD FROM DESIGNATED SENIOR OFFICIAL

NDear (agency head):

In accordance with your delegation of responsibilities to me, [ have
directed an evaluation of the system of internal accounting and
administrative control of (name of agency) in effect during the year ended
___+ As required by the Federal Managers Financial Integrity Act, this

evaluation has been conducted in accordance with Guidelines for the

Evaluation and Improvement of and Reportina on Internal Control Systems in

the Federal Government, issued by the Director of the Office of Management

and Budaet, in consultation with the Comptroller General, and accordingly
included an evaluation of whether the system of internal accounting and
administrative control of (name of agency) was in compliance with the

standards orescribed by the Comptroller General.

€-1
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The objectives of the system of internal accounting and administrative

control of the (name of agency) are to provide reasonable assurance that:
-- Obligations and costs are in compliance with applicable law;

-~ Funds, property, and other assets are safequarded against waste,

loss, unautharized use, or misappropriation; and

-- Revenues and expenditures applicable to dgency operations are
properly recorded and accounted for to permit the preparation of
accounts and reliable financial and statistical reports and to

maintain accountability over the assets,

The concept of reasonable assurance recagnizes that the cost of internal
control should not exceed the benefits expected to be derived therafrom,
and that the benefits consist of reductions in the risks of failing to
achieve the statad obijectives. Fstimates and iudaments are required to
assess the expected benefits and related costs of control pracedures,
Furthermore, errors or irreaqularities may occur and not he detected hecausa
of inherent limitations in any system of intarnal accounting and
admintstrative control, includina those limitations resulting from resgurce
constraints, Congressional restrictions, and other factors. Finally,
projection of anv evaluatiaon of the system to future periods is subject to
the risk that orocedures may be inadequate hecause of chanages in conditions
or that the degree of compliance with the procedures may datariorate,
Nonetheless, [ have taken the necessdry measures to assure that the
avaluation, identified in the first paragraoh, has been conductaed in a

thorouan and conscientious manner,

o
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The results of the evaluation, assurances aiven by heads of oraaniza-
tional units, and other information provided indicate that the system of
internal accounting and administrative control of (name of agency) in
effect during the year ended {date), taken as a whole, complies with the
requirement to provide reasonable assurance that the above-menticned
objectives were achieved within the limits described in the preceding
paragraph. The evaluation, however, did disclose the following material
weaknesse9£ :

{LIST OF MATERIAL WEAKNESSES)A/

Attachment A to this report contains the recommended plans and schedules
for correctina such weaknesses,— and the status of ac;ions taken to

correct weaknesses identified in prior years' reports.—

(SIGNATURE)

1/ If there are no material weaknesses, this sentence should be deleted,
and there would be no list or portion of Attachment A containing plans
and schedules for correcting such weaknesses.

2/ If there were no actions taken durina the past year to correct
weaknesses, or no identified weaknesses for which corrective actions
remain to be taken, this phrase would be deleted.
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APPENDIX D

SAMPLE LETTER FOR WRITTEN ASSIHRANCE TO THE

AGENCY HEAD FROM THE HEAD OF AN ORGANIZATIONAL UNIT

NDear (agency head):

As (title) of the {name of organizational unit) of the (name of agency), I
am cognizant of the importance of internal controls. [ have taken the
necessary measures to assure that the evaluation of the system of internal
control of (name of organizational unit) has been conducted in a

conscientious and thorough manner in accordance with Guidelines for the

Evaluation and Improvement of and Reporting on Internal Control Systems in

the Federal Government, issued by the Director of the O0ffice of Management

and BRudget, in consultation with the Comptroller General, and accordingly
included an evaluation of whether the system of internal accounting and
administrative control of (name of agency) was in compliance with standards

prescribed by the Comptroller General.

The objectives of the system of internal accounting and administrative

control of the (name of agency) are to provide reasonable assurance that:

-- (Obligations and costs are in compliance with applicable law;

-- Funds, property, and other assets are safequarded acainst waste,

loss, unauthorized use, or misappropriation; and

D-1
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-- Revenues and expenditures applicable to agency operations are
properly recorded and accounted for to permit the preparation of
accounts and reliable financial and statistical reports and to

maintain accountability over the assets.

The concept of reasonahle assurance recognizes that the cost of internal
control should not exceed the benefits expected to be derived therefrom, and
that the benefits consist of reductions in the risks of failing to achieve
the stated objectives. Estimates and judgments are required to assess the
expected berefits and related costs of control procedures. Furthermore,
errars or irreqularities may occur and not be detscted because of inherent
limitations in any system of internal accounting and administrative control,
including those 1imitations resulting from resource constraints,
Conaressional restrictions, and other factors. Finally, projection of any
evaluation of the system to future periods is subject to the risk that
orocedures may he inadequate because of chanages in conditions or that the

degree of compliance with the procedures may deteriorate.

The results of the evaluation, oerformed in accordance with the quidelines
identified in the first paraaraph, and other informaticn provided indicate
that the system of internal accounting and administrative control of
(oraqanizatignal unit) in effect during the year ended (date), taken as a
w#hole, complies with the requirement to provide reasonable assurance that

the above-mentioned objectives were achieved within the limits described in

N-?
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the preceding paragraph. The evaluation, however, did disclose the

1
followina material weaknesses—/:

(LIST OF MATERIAL HEAKNESSES)E!

Attachment A to this report contains the {name of organizational unit's)
. 1

plans and schedules for correcting such weaknesses,-/ and the status

of actions taken to correct weaknesses identified in prior years'

4
reports.—!

1/ If there are no material weaknesses, this sentence should he deleted,
and there would be no list or portion of Attachment A containina plans
and schedules for correcting such weaknesses.

2/ If there were no actions taken during the past year to correct
weaknesses, or no identified weaknesses for which corrective actions
remain to be taken, this phrase would be deleted.

n-3
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APPENDIX E

SAMPLE LETTER FOR COMMENTS TO THE AGENCY HEAD

FROM THE INSPECTOR GENERAL OR ENUIVALFENT

Dear (agency head):

I have conducted a limited review to determine whether the evaluation of the
system of internal accounting and administrative control, as described in

~ Guidelines for the Evaluation and Improvement of and Reporting on Internal

Control Systems in the Federal Government, issued by the Director of the

O0ffice of Management and Budget, in consuyltation with the Comptroller
General, has been carried out in a reasonable and prudent manner in the
(agency) for the year ended (date). MNuring this limited review, nothing
came to my attention that would indicate that the (agency) did not comply

with the above-mentioned gquidelines.

{ SIGNATURE)

E-1
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APPENDIX F

SAMPLE INTERNAL CONTROL STATEMENT

(AND REPORT, IF APPLICABLE)‘I'/

Dear Mr, President:

An evaluation of the system of internal accounting and administrative
control of (name of agency) in effect during the year ended (date) was

performed in accordance with Guideiines for the Evaluation and Improvement

of and Reporting on Internal Control Systems in the Federal Government,

issued by the Director of the Office of Management and Budget, in consulta-
tion with the Comptroller General, as required by the Federal Managers'’
Financial Intearity Act of 1982, and accordingly included an evaluation of
whether the system of internal accounting and administrative control (name
of agency) was in compliance with the standards pfescribed by the

Comptroller General,

The objectives of the system of internal accountina and administrative

control of the {name of agency) are to provide reasonable assurance that:
-- Obligations and costs are in compliance with applicable law;

-- Funds, property, and other assets are safequarded aqainst waste,

loss, unauthorized use, or misappropriation; and

-~ Revenues and expenditures applicable to agency operations are
properly recorded and accounted for to permit the preparation of
accounts and reliable financial and statistical reports and to

maintain accountability over the assets.
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The concept of reasonable assurance recognizes that the cost of internal
control should not exceed the benefits expected to be derived therefrom,
and that the benefits consist of reductions in the risks of failing to
achieve the stated objectives. Estimates and Jjudgments are required to
assess the expected benefits and related costs of control procedures.
Furthermore, errors or irreqularities may occur and not be detected because
of inherent limitations in any system of internal accounting and admin-
istrative control, including those limitations resulting from resource
constraints, Congressional restrictions, and other factors. Finally,
projection of any evaluation of the system to future periods is subject to
the risk that procedures may be inadequate because of changes in conditions
or that the dearee of compliance with the procedures may deteriorate.

The results of the evaluation described in the first paragraph, assurances
given by appropriate (name of agency) officials, and other information
provided indicate that the system of internal accounting and administrative
control-of (name of agency) in effect during the year ended (date), taken as
a whole, complies with the requirement to provide reasonable assurance that
the above-mentioned objectives were achieved within the limits described in
the precedina paragraph. The evaluation, however, did disclose the
following material weaknessesg!:

(LIST OF MATERIAL NEAKNESSES)EJ

Attachment A to this statement contains the (name of agency) plans and
schedules for correcting such weaknesses,= and the status of actions

. o . X 3
taken to correct weaknesses identified in prior years' reports.=

{ SIGNATURE)

1/ If material weaknesses in systams subject to these quidelines are found,
this sample constitutes the statement and report required hy the Act.
If material weaknesses are not found, this sample, as adjusted,
constitutes the statement reguired by the Act.

2/ If there are no material weaknesses, this sentence should be deleted,
and there would be no Tist or portion of Attachment A comtaininag plans
and schedules for correcting such weaknesses.

3/ If there were no acticns taken during the past year to correct
weaknesses, or no identified weaknesses for which corrective actions
remain to be taken, this phrase would be deleted.
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